Abstract from Grant Proposal Submitted to IMLS by Prof. Howard Besser of NYU on June 8, 2017

New York University (NYU), in partnership with the Library Freedom Project (LFP), a nonprofit organization
fiscally sponsored by the Tor Project, Inc., seeks a two-year Laura Bush 21st Century Librarian project grant to
facilitate the use of privacy tools in libraries and their communities through the development of a privacy-focused
train-the-trainer program for librarians, which we will call the Library Freedom Institute (LLFI). Building on their
successful shorter programs, the project team will construct an extensive curriculum and use it to train 40
geographically dispersed Privacy Advocates, who can then serve as nodes of expertise in their regions by conducting
workshops for community members and helping their own libraries become more privacy conscious.

With almost weekly revelations of massive privacy attacks (on email providers, health care companies, governmental
agencies, political campaigns, and other targets, including libraries), the public has developed a heightened
awareness of the vulnerability of their private information. For marginalized people, the Internet is particularly
hostile; Edward Snowden’s revelations about overbroad government surveillance, for example, showed that
immigrants and Muslims are frequent targets. Data-driven advertising builds upon algorithmic bias to market
exploitative products directly to consumers identified as economically disadvantaged. Elderly people lacking access
to quality computer education are more likely to be the victims of fraud and identity theft.

Recent headlines confirm the nature of the problem. Vice Media’s Motherboard recently proclaimed, “Digital
Surveillance is Class Warfare,” citing a Data & Society Research Institute study that demonstrated greater reliance
on smartphones for Internet browsing among poor families relative to wealthier ones—a troubling discovery, given
that mobile phone usage is more vulnerable to surveillance than is browsing activity on the average laptop (Jordan
Pearson, May 15, 2017).

Public libraries serve everyone, so privacy attacks on the most vulnerable members of our communities should be a
serious cause for alarm. Moreover, even the most powerful have been hit by privacy attacks (the Pentagon, the
Democratic National Committee), so Internet privacy should be everyone’s concern. What’s more, libraries
recognize the relationship between privacy and intellectual freedom, and privacy has been a key element in the
American Library Association’s Code of Ethics since decades before the first message was sent over the Internet.
Librarians need practical, actionable, 21st Century skills to turn our ethics into reality.

The LFI will cultivate 40 Privacy Advocates, teaching them skills to make privacy a procedural and technical reality
in their libraries. Over a six-month course, project staff and guest trainers will teach our Advocates how to lead
privacy-focused computer classes at several levels: how to install, troubleshoot, and maintain privacy software on
both patron machines and library public workstations; how to teach their own train-the-trainer workshops to other
librarians in their regions; how to approach members of their community about privacy concerns; and how to use
their new roles as Privacy Advocates to influence policy and infrastructure. During a two-year project timeline, we
will plan and run a pilot iteration of the LFI, analyze it, make revisions to the curriculum, offer a full-scale LFI to a
larger cohort of librarians, and evaluate the full program.

Library Freedom Institute will be the only professional development program of its kind for librarians, addressing a
demonstrable community need for privacy literacy, and turning libraries into privacy-protective community anchors
in their regions. This project has the potential to impact library practices for years to come, as we are training
librarians to teach others what they have learned. We anticipate three tiers of beneficiaries: the Privacy Advocates
themselves, who will gain a unique and in-demand skillset that will help them in their library work and beyond;
patrons of the Privacy Advocates’ libraries, who will be able to learn a range of meaningful new privacy practices in
the trusted space of their local library; and other librarians throughout the country, who can receive direct trainings
and other support from their regional Privacy Advocate. Since this project will produce a dispersed network of
privacy specialists in libraries, its impact will be wide-ranging, long-lasting, and sustainable.
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Privacy in Libraries: Partnership between New York University and Library Freedom Project

New York University (NYU), in partnership with the Library Freedom Project (LFP), seeks a two-year Laura Bush
21st Century Librarian project grant to facilitate the use of practical privacy tools in libraries and their communities
through the development of a privacy-focused train-the-trainer program for librarians, which we will call the Library
Freedom Institute (LFI). Building on their successful shorter training programs, the project team will construct an
extensive curriculum and use it to train 40 geographically dispersed Privacy Advocates, who can then serve as nodes
of expertise in their regions by conducting training workshops for community members and helping their own
libraries become more privacy conscious.

1. Statement of Need

With almost weekly revelations of massive privacy attacks (on email providers, health care companies, governmental
agencies, universities, political campaigns, election officials, and other targets, including libraries), the public has
developed a heightened awareness of the vulnerability of their private information. For marginalized people, the
Internet is particularly hostile; Edward Snowden’s revelations about overbroad government surveillance, for
example, showed that immigrants and Muslims are frequent targets. The elderly and those with poor English skills
are often the victims of fraud and identity theft. Data-driven advertising builds upon algorithmic bias to market
exploitative products, such as subprime loans, directly to those consumers identified as economically disadvantaged.
Elderly people, often lacking access to high-quality computer education, are more likely to report feeling insecure
when they go online. A Pew research report from 2015 showed that those over 50 are much less likely than younger
people to take active measures to protect their privacy and security.'

Major headlines make clear the nature of the problem. A recent column in the New York Times Magazine argued that
while the extremely wealthy can pay to ensure their privacy, as Facebook’s CEO Mark Zuckerberg did when he
bought up the houses surrounding his own property, the rest of us must tolerate monetization of our personal
information in exchange for basic digital services.” Vice’s Motherboard blog, mincing no wotds, proclaimed, “Digital
Surveillance is Class Warfare,” citing a Data & Society Research Institute study that demonstrated greater reliance
on smartphones for Internet browsing among poor families relative to wealthier ones—a troubling discovery, given
that mobile phone usage is more vulnerable to surveillance than is browsing activity on the average laptop.”’

Many public libraries see the need to respond to these concerns by standing up firmly in defense of what the United
Nations has called the basic human right to privacy,* seeking both to ensure their patrons access to privacy within
the library, and to educate their communities about external threats that jeopardize the public. The currently dismal
state of privacy should be of particular concern to libraries, as privacy has been one of the core values of the
American Library Association (ALA) since 1939 and is part of its Bill of Rights.” Librarians have fought

! Mary Madden and Lee Rainie. “Americans’ Attitudes about Privacy, Security, and Surveillance,” accessed June 3,
2017, http://www.pewinternet.org/2015/05/20/americans-attitudes-about-privacy-security-and-surveillance/.
(Pew Research Center, May 2015).

> Amanda Hess, “How Privacy Became a Commodity for the Rich and Powerful,” accessed June 5, 2017,
https://www.nytimes.com/2017/05/09 /magazine/how-privacy-became-a-commodity-for-the-rich-and-
powerful.html.

> Jordan Pearson, “Digital Surveillance is Class Warfare,” accessed June 5, 2017,
https://motherboard.vice.com/en us/article/digital-surveillance-is-class-warfare.

* United Nations General Assembly. Article 12, “Universal Declaration of Human Rights.” General Assembly
Resolution 217 A. Paris, France. December 10, 1948; Toby Mendel et al. Global Survey on Internet Privacy and Freedom of
Expression. (Paris: UNESCO, 2012), 11; Leslie Harris et al. “Promoting Freedom of Expression and Privacy
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American Library Association. “Privacy: An Interpretation of the Library Bill of Rights,” accessed June 2, 2017,

http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy.
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vociferously against privacy violations at least since the McCarthy Era, and ALA continues to make privacy a
ptiority through initiatives like “Choose Privacy Week™ (https://chooseprivacyweek.org/).

This project will build upon the professional values set forth by ALA, going further to give librarians the practical,
21st century skills they need to safeguard patron privacy in the digital era. Library Freedom Project, a nonprofit
organization fiscally sponsored by The Tor Project, Inc., has been leading this work in libraries for several years.
LFP’s highly successful privacy workshop program has trained an average of 1,500 librarians per year since 2013.
LFP’s workshops range from basic one-hour webinars that help librarians get acquainted with the landscape of
digital privacy, to professional development workshops that span several days and tackle practical privacy problems
in depth, exposing learners to contemporary privacy tools in a hands-on environment (see instructional slides for an
“All About Tor for Libraries” workshop, appended to our sample curriculum attachment). LFP brings experts in
the field from the American Civil Liberties Union (ACLU), Electronic Frontier Foundation (EFF), and other
organizations dedicated to civil liberties or privacy technologies. LFP has conducted these trainings across the
United States, Canada, England, Scotland, and Ireland, and has received accolades from the library world and across
the privacy field. In 2015, LFP’s director, Alison Macrina, was named a Library Journal “Mover and Shaker,” and in
2016, LFP won the Free Software Foundation’s prestigious Award for Projects of Social Benefit. In addition, The
Daily Dot named Macrina one of its “Heroes Who Saved the Internet in 2015,” and the New York Library
Association awarded Library Freedom Project its annual Intellectual Freedom Award. LFP’s work has been profiled
in media publications like The Nation, ProPublica, Motherboard, On the Media, and A/l Things Considered.

After four years of privacy leadership in the library world, LEFP is prepared to meet the challenge of moving from
conducting workshops to the more extensive training of library-based Privacy Advocates. By collaborating with
NYU educators, who bring decades of experience in building curriculum for emerging subject areas, LFP can move
from workshop-based training to more intensive professional development, enabling librarians to bring effective
privacy practice and education to their own institutions and communities.

Working together, NYU and LFP will build on the latter’s workshops to create the Library Freedom Institute (LFI),
an intensive six-month program that will train librarians to take on leadership roles throughout the country. LFI will
give participants the necessary skills to conduct their own privacy workshops, aimed both at developing more
privacy-focused library practices, and at educating community members about privacy threats and steps they can
take to mitigate them. LFI will support librarians as they take a deep dive into some of the most important issues of
our day, giving them an opportunity to work with experts in the field of privacy and surveillance, and helping them
become expert trainers in their own right. This train-the-trainer model will strengthen the librarian profession while
creating a network of local community resources to help members of the public mobilize against privacy threats.

NYU is the right partner for LFP. Professor Howard Besser has 30 years of experience creating extensive sets of
curriculum in newly emerging subject areas, requiring both drawing upon disparate resources from other fields, and
creating brand new curriculum. He has employed this curriculum to help create a cadre of new professionals. He
has done this for digital imaging, digital preservation, and media preservation when each of these fields was new and
lacked professional training. The Library Freedom Institute will build most directly on LEFP’s training workshops
and Besset’s curriculum design for the Society of American Archivists’ Digital Archives Specialist (DAS) program.
Similar to the DAS program, LFI will train working professionals to be well-versed in a subfield of emerging
importance.

There is a significant library and public audience wanting this type of education. A 2015 Pew research report
showed that the public wants libraries to provide digital education, and named privacy/security courses in
particular.® After praising our draft proposal, Justin Hoenke, Executive Director of the Benson Memortial Library in
rural Titusville, Pennsylvania (and another Library Journal “Mover and Shaker”) writes, “I would gladly encourage

% John Horrigan et al. “Libraries at the Crossroads,” Pew Research Center, September 2015, accessed June 2, 2017,
http://www.pewinternet.org/2015/09/15 /libraries-at-the-crossroads/.
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one of my staff to commit a small portion of their time to this opportunity.”” REDACTED, Director of ALA's
Office of Intellectual Freedom (OIF), called our proposed Library Freedom Institute “complementary” to OIF’s
efforts. REDACTED, Director of the Ferguson Municipal Public Library District in Missouri, writes that “five
hours a week for a few months is a relatively small cost for expertise that can create great and lasting change.”
REDACTED, Director of Meridian Public Library in Idaho, said Library Freedom Institute would be incredibly
valuable “not just to my own library, but all public libraries.”” That we have received such strong support for this
project from librarians across the country—including a town in Western Pennsylvania affected by the absence of its
former steel and lumber industries (Titusville, PA), the St. Louis suburb that catalyzed the international Black Lives
Matter movement (Ferguson, MO), and the second-largest and fastest growing city in Idaho (Meridian, ID)—is
testament to the diversity of communities that this work would impact.

Our project will complement and enhance similar work in the field. The Data Privacy Project, based out of New
York City, gives practical privacy training to librarians in the five boroughs, but is not positioned to meet the needs
of librarians elsewhere. Tactical Technology Collective is a group dedicated to making security information available
and usable for many members of the public, yet they primarily work with activists and NGOs in Europe, the Middle
East, and North Africa. Cryptoparties are engaging, community-centered events where people teach each other
practical privacy skills, but they are mostly ad-hoc meetings, and generally concentrated in big cities where
cybersecurity experts are abundant. Library Freedom Institute would be the only intensive training for librarians
across the United States, focused on confronting privacy violations that are most meaningful to local communities,
and grounded in the current literature and practice of librarianship.

Privacy is a major topic in current library discourse. In publications and on his blog, influential library E-Book
specialist Eric Hellman has urged librarians to start paying more attention to digital security, writing in Awerican
Libraries Magazine that “once [librarians consider| all the threat models associated with the digital
environment...practices will certainly change.”® Barbara Fister, of Inside Higher Ed, has lamented that despite our
history of being vocal privacy champions, “libraries are terrible at privacy,” using invasive tracking technologies like
Google Analytics, and feeding sensitive patron information direct to Facebook through social media buttons.”

In addition, a survey in the May/June 2016 edition of Library Technology Reports found that only about 15% of
academic and large public libraries had implemented even the most basic privacy protection for web queries
(HTTPS). Gary Price devotes much of his Library Journal INFOdocket columns to the further erosion of digital
privacy. lan Clark, in The Journal of Radical Librarianship, found that the new digital divide could be summarized as
those with access to privacy resources, and those without—and those without are the very same marginalized
people already at greatest risk. Safiya Noble has written extensively about an algorithmic bias against people of
color, and has urged library and information professionals to adopt a social justice framework towards technology.
LFP’s founder and Director, Alison Macrina, has herself contributed to the current discourse, authoring pieces on
practical library privacy for Reference and User Services Quarterly, American Libraries, and Library Journal. LFP has also
helped bring expertise from outside the library profession into the conversation about privacy in libraries,
influencing the ACLU and EFF to write pieces for librarians on responding to government information requests,
implementing HT'TPS, and drafting more effective privacy policies. "

" Letters from REDACTED, and others are included in our first supporting document.
® Eric Hellman, “Toward the PQSt—Privacer Library?” accessed June 5, 2017,
https:/ /americanlibrariesmagazine.org/2015/06/16/toward-the-post-privacy-library/.

’ Barbara Fister “Not In the Clear: Libraties and Privacy,” Inside Higher Ed, February 12, 2015, accessed June 5,
2017, https:/ /www.mmdchlghcrcd.com/blogs/hbrar\'—babcl—ﬁsh/not—clcar—hbrarlcs—and—prlvacv.

' Kade Crockford, “Safeguarding Intellectual Freedom: Rights and Responsibilities of Libratians in Massachusetts,”
accessed June 3, 2017, https://ptivacysos.org/libraries/; Jacob Hoffman-Andrews, “What Every Librarian Should

Know About HTTPS,” accessed June 3, 2017, https://www.cff.org/deeplinks/2015/05/what-every-librarian-

needs-know-about-https; Gennie Gebhart and Kerry Sheehan, “Librarians, Act Now to Protect Your Users (Before
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2. Project Design

To meet the increased demand for privacy training in public libraries, we will augment LFP’s highly successful in-
person workshops with NYU’s experience in curriculum development and delivery. The resulting Library Freedom
Institute will offer librarians the extensive training needed to serve as privacy workshop leaders in their own right,
setting a nationwide standard for professional privacy literacy and programmatic privacy offerings in libraries. We
will focus on training future trainers to create an impact-multiplier effect, working across regions, with statewide
and metropolitan library organizations, and with LFP’s own collaborative partners. By combining the NYU Project
Director’s extensive experience with merging multiple instructional delivery channels (e.g., asynchronous and
synchronous webinars, blogs, self-paced instruction, group exercises, one-on-one meetings with the instructor) with
the subject-matter expertise and workshop delivery experience of LIFP, we will create a high profile and effective
new resource for librarians and their patrons.

The Library Freedom Institute will create a network of advanced librarian-trainers, called Privacy Advocates, to
serve as community anchors who deploy privacy education and infrastructure systematically. Privacy Advocates will
commit to a six-month course consisting of approximately five hours of weekly instruction, readings, assignments,
and other coursework, which would cover in-depth privacy issues, privacy education, and technologies. In our
application invitation, we will require that applicants possess the essential technical competencies necessary for
contemporary library work. Each prospective LFI student will also have to submit a letter from their library director
approving the designation of five hours per week towards participation in the six-month long Library Freedom
Institute. We will begin the Institute with a pilot group of ten Privacy Advocates using real-time, two-way webinars,
discussion forums, blogs, and a mailing list for instructional delivery. Coursework will consist of weekly readings
and hands-on assignments. The courses will mainly be taught by LFP’s founder and Director, Alison Macrina, who
will manage the instructional aspects of the project throughout the grant period. Expert guest lecturers from the
privacy and security worlds will assist project staff in creating thorough and up-to-date lectures and materials.
Coursework will be highly practical and collaborative, with group tasks like designing an online privacy class and
teaching it to other Privacy Advocates, who will be encouraged to offer constructive feedback. LFP has already
spent several years developing its privacy trainings for librarians based on direct feedback from workshop
participants, as well as current research and best practices in the privacy field.

A typical week (see attached “Sample Weekly Curriculum Map”) could feature Noah Swartz, staff technologist at
the Electronic Frontier Foundation and lead developer of Privacy Badger, an extension for many web browsers that
blocks invasive tracking from advertisers and other third parties. Noah and Alison would jointly conduct a lecture
about third-party tracking, including how companies compete in real-time auctions for a rich set of users’ browsing
data, and how these companies maintain shadow profiles of Internet users. Noah and Alison would then provide
examples of how such data have been misused or exploited. Privacy Advocates would download and use the Privacy
Badger extension themselves, complete a series of tasks to better learn the tool, collectively discuss its applications
within and outside the library, and direct follow-up questions to the instructors. An assignment for that week could
be to write a lesson plan that integrates Privacy Badger and third-party tracking information into library instruction.

Privacy Advocates will also meet in person once during the six-month period for a group dinner followed by an
intensive, daylong workshop in New York City. This will be an opportunity for participants to get to know each
other face-to-face, hear from privacy experts in person, and potentially collaborate on a shared project, like setting
up a Tor relay (i.e., a node on the Tor anonymity network that helps Internet users worldwide access the web
privately). Studies of the National Digital Stewardship Residency (NDSR) program have pointed to the importance
of an in-person get-together for librarians engaged in learning cutting-edge subjects.'’ We recognize that the

It’s Too Late),” accessed June 3, 2017, https://www.eff.org/deeplinks/2016/12/librarians-act-now-protect-your-

users-its-too-late.

" Howard Besser, “Assessment of DC National Digital Stewardship Residency Program 2014,” accessed June 6

2017, http://www.digitalpreservation.gov/ndsr/documents/2014 NDSR-DC Assessment Report.pdf; Meridith

Beck Mink, “Keepers of Our Digital Future: An Assessment of the National Digital Stewardship Residencies, 2013—
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prospect of travel to New York City may seem daunting for Privacy Advocates from less accessible parts of the
counttry, so we are committed to making LFI’s in-person component manageable and affordable. Through a grant
subaward, LFP would cover participant travel, lodging, ground transportation, and per diem costs. We will use
NYU facilities for the group dinner and workshop to keep overall costs down. NYU’s location will also give us
access to many experts in the privacy field who reside in the New York City area.

At the close of the Institute, graduates will deploy their knowledge in their home libraries, with ongoing support
from LFP. This support will include our continued availability over email and on live chat during monthly “office
hours,” future meetups for Privacy Advocates at ALA or PLA conferences, and two check-in calls after the
completion of the Library Freedom Institute—one after six months, and another after one year. Privacy Advocates
will also have access to LFI’s resource repository and class mailing list. LFI graduates will be required to deploy
some of what they learned in the course back at their home libraries by embodying the community anchor
component of this project grant. We expect our Privacy Advocates to teach privacy classes to the public, train their
fellow staff on privacy practices, and offer themselves as resources to other librarians in the area. Our check-in calls
will monitor progress and assist with challenges.

We will conduct a pilot six-month training with just ten Privacy Advocates and use this to analyze the LFI
curriculum, system of delivery, pacing, and other pedagogical aspects, revising them as needed. We will employ
questionnaires, focus groups, and interviews with both participants and guest lecturers throughout the pilot period
to assess the training. We have allotted the six-month pilot and an additional three months following its conclusion
to undertake this evaluation and to incorporate its results into curriculum revisions for the full six-month Institute,
which will be offered to 30 additional Privacy Advocates. Following administration of the full Institute, we will
spend the final three months evaluating the project, revising curricular materials accordingly, and posting the revised
learning resources in an online repository.

Our assessment and revisions will target many issues that go beyond the curriculum content itself. Other issues
include which aspects of the curriculum are best disseminated in real-time (so that participants can ask immediate
questions) or in a self-paced environment (so that participants do not have to commit to a specific instructional
time period). Optimizing the use of the Institute’s in-person workshop, and planning LFI instruction and
assignments around participants’ existing workloads are other critical issues. Instructor effectiveness, structure of
assignments, curricular topics (both covered and missing), and the sequencing and pacing of sessions are still more
topics that will be essential for us to examine. We will carry out assessment in these categories during the pilot phase
and subsequent analysis period in order to optimize the full Library Freedom Institute for 30 participants. We will
make all LFI resources publicly accessible on both LFP and NYU’s websites at the conclusion of the grant period.
As Project Director, Prof. Howard Besser brings extensive experience in conducting assessments and using the
resulting data to revise curriculum, training, and delivery. He has done so for NYU MIAP courses over the last 14
years, for professional society workshops over decades, and for two cycles of the Library of Congress’ National
Digital Stewardship Residencies (NDSR-DC).

We will develop a tool to assess what each Privacy Advocate knows both at the beginning and end of the Institute.
This self-assessment questionnaire (which will be similar to one that Besser developed for NDSR-DC) will allow us
to measure growth in knowledge base and competencies during the Institute, and will demonstrate where the
Institute was most successful, and where it might have failed. Yet the real impact of our Library Freedom Institute
can only begin to be measured adequately a year or two following project completion, since the most significant
impact is likely to come from changes in information user attitudes and practices that are a result of the Privacy
Advocates training others. The project team is committed to continuing assessment of the impact after the IMLS
funding period is completed through the gathering of metrics (such as the number of community and librarian
workshops conducted by the initial set of trainees, the number of community members attending those workshops,

2016,” Council on Library and Information Resources report 173, December 2016, accessed June 6, 2017,
https://www.clir.org/pubs/reports/publ173.
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and the demographics of those trained), as well as through other means, such as the impact on professional
literature or the number and type of privacy discussions on professional conference programs. The large-scale,
cultural impact that train-the-trainer programs such as these aim for—such as changes to the operation of an
institution, and to the attitudes and practices of community members—are most effectively assessed several years
after the conclusion of the project period.

Our two-year work plan is broken into five stages: a six-month period of initial planning and curriculum
development, followed by six months running a pilot Library Freedom Institute, three months of pilot evaluation
and curriculum revision, the full six-month LLFI, and a final three months to evaluate the full Institute.

Planning: December 2017 through May 2018

We will begin our initial planning stage by mapping learning outcomes for our Privacy Advocates, and will
use those to design the pilot curriculum. We will draw on the expertise of our advisory board and other
experts in libraries and the privacy field to help design this initial curriculum.' We will then recruit experts
in the privacy field to serve as co-trainer consultants, providing input on curticulum development and/or
lectures during the Library Freedom Institute itself. We are confident that we will be successful in cultivating
a fruitful roster of co-trainer consultants. LFP has a wide network of advocates, developers, and attorneys,
and we have already received verbal commitments from colleagues at the EFF, ACLU, and Tor Project.
During this period we will also create our course application materials and develop our assessment tools (see
“Analysis and Revision” section below) and present those to NYU’s Institutional Review Board for
approval. We will also begin marketing the program to libraries through contact with library professional
organizations, our speaking engagements, various listservs and blogs, and our presence at library
conferences. In this way, we will use much of the planning period to create “buzz” and secure as many
applications for the pilot Institute as possible. Later, we will finalize details related to LFI administration,
such as setting up the course infrastructure and communication channels, developing workflows for putting
course materials online and editing them, and dividing the course into weekly segments. Finally, we will
narrow our applicants down to a diverse set of prospective students and set up interviews, and then contact
our successful applicants with their initial course materials.

Pilot: June 2018 through November 2018

In our pilot phase of Library Freedom Institute, we will run the program with an initial group of ten
Privacy Advocates. These Privacy Advocates will be required to complete approximately five hours of
coursework per week (about one hour fixed time and the rest of it self-paced), including assignments, and
we will expect and encourage collaborative work. This coursework will include objectives such as learning
some of the history and design of the Internet in order to understand how Internet infrastructure has
allowed for both intended and unintended privacy and security violations, reading case studies of people
who have experienced serious privacy violations and connecting those stories to the possible experiences
and needs of patrons in our library communities, and downloading and testing leading industry privacy
tools, understanding the problems they intend to solve, and determining how to incorporate them into
library instruction. As professional librarians, we expect that our Privacy Advocates will come into the
program as highly competent computer users; at the close of Library Freedom Institute, they will have
developed further skills as privacy experts who are capable of using, maintaining, and troubleshooting
privacy technology, and will be ready to teach this material to their communities.

Analysis and Revision: December 2018 through February 2019

Our first analysis and revision period will draw on the experiences of Privacy Advocates in our pilot
program in order to revise and refine the curriculum for the full Library Freedom Institute. We will
administer a set of in-depth participant surveys at several points during the Institute to evaluate their
experience of the course content, delivery methods, guest lecturers, assignments, and collaborative work.

'? Please see below (p. 10) for a list of advisory board members for this project.
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We will ask them to assess how the course prepared them for the outcomes we identified, namely, how
effective the course was in preparing them to use, teach, advocate for, and deploy privacy practices and
technologies within their library and among other librarians in their region. We will conduct a real-time
remote focus group at the end of the Institute designed to supplement the quantitative data gathered with
more nuanced answers that both encourage them to expand on each other’s comments, and allow for a
better discussion of how content composition or delivery might be improved. We will also ask our advisory
board to give us critical feedback on course content and student work. Lastly, we will ask our guest
lecturers to evaluate their experience participating in the course, both through a questionnaire and through
interviews. We will use all of this assessment material to analyze and revise our course curriculum, delivery,
assignments, instructors, etc. We will carefully plan how to implement the revised changes before the full
round of the much larger Library Freedom Institute. During this period, we will also recruit and select the
30 Privacy Advocates for the full Institute.

e Full Institute: March 2019 through August 2019
The full round of Library Freedom Institute will reflect the feedback we receive during the analysis and
revision period in order to create an even more robust and effective curriculum for 30 Privacy Advocates.
Our framework of five hours of coursework per week will likely remain, as will our general goals and
outcomes for the program, but the content, guest lecturers, and assignments are subject to revision based
on the earlier feedback. The revised curriculum and course content will then be posted to Library Freedom
Project’s LFP and NYU websites in order to make this material accessible to the entire field of
librarianship.

e Final Evaluation: September 2019 through November 2019
The same set of evaluation instruments that were used for the pilot period will be used for the full Institute
(see “Analysis and Revision” section above). We will also ask all members of our advisory board to engage
in a final examination and discussion of the curriculum, and we will incorporate their changes. Because we
will not be teaching an Institute again during the grant period, our revisions will focus on the learning
resources themselves, along with recommendations as to how these might best be delivered. We will post
final versions of these resources on both project partner websites and on GitHub. We will use our pre- and
post-tests regarding knowledge base and competencies to assess the success of the project during the grant

period.

Ultimately, however, we will define the success of Library Freedom Institute by the work that our Privacy
Advocates engage in after the program is over, and by the open-source curriculum we will share on Library
Freedom Project’s website for even more librarians who want to bring practical privacy into their libraries. We will
provide continued support for our participants with monthly “office hours” and check-in calls, and will maintain
the class mailing list to keep participants in contact with each other. We expect that all of our Privacy Advocates will
promptly begin implementing their new skills at their home libraries.

Our goals for Library Freedom Project include both the immediate goals in the project plan and long-term goals for
tield-wide library impact. During the project plan, our goals are as follows:

e Run Library Freedom Institute twice, first as a pilot, then as a full program with a revised curriculum and
three times as many Privacy Advocates.

e Turn that course curriculum into a robust repository of privacy resources and training strategies for
librarians that is fully shareable and replicable.

e Build on the strong community ties that librarians already have by providing them tools and training to
become local experts on privacy and to act as community anchors.
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e Connect librarians to a network of experts in the privacy field and build relationships for advice and
ongoing support.

e Create a set of 40 Privacy Advocates trained to bring high quality privacy education and practices into
libraries across the country.

Because of our train-the-trainer focus, the real impact of our project will come several years down the road. We
hope to redefine libraries as the standard-bearers of privacy education and resources in their local communities, and
for that to happen, our Privacy Advocates must share what they know. In three years, we expect to see multiple
descendants of the Library Freedom Institute blossoming in libraries across the nation, led by librarians who have
gained their skills either second or third hand from our original set of 40 Privacy Advocates.

3. Diversity Plan

We will specifically seek out a diverse group of librarians to train, and we are most interested in training librarians
who work in marginalized communities. We believe that privacy is not merely a civil liberty, but is also an issue of
economic and social justice, as evidenced by the research of Seeta Pefia Gangadharan of the New America
Foundation, by Kevin Lewis of UC San Diego, and by multiple scholars featured in Feminist Surveillance Studies,"
among others, which show that the loss of privacy affects historically marginalized communities more deeply than it
does the general population. Marginalized groups have also generally had less access to discussions and resources
about preventing and mitigating privacy threats. Privacy education can empower these communities to use the
Internet more freely and safely, and can reposition libraries and librarians as community anchors for privacy in the
public imagination.

In order for our Privacy Advocates to serve as true community anchors, they must reflect a real diversity of
experience, location, and ethnic identity. We want to be able to reach librarians, and therefore patrons, across many
different walks of life and create meaningful instruction to address a range of unique service needs. To achieve these
ends, we will engage with ALLA affiliates and other professional organizations working on issues of diversity,
including the Association for Rural and Small Libraries; ALLA’s Black Caucus; the Association of Bookmobile and
Outreach Services; REFORMA (the ALA caucus for Spanish-speaking populations); the American Indian Library
Association; the Gay, Lesbian, Bisexual, and Transgender Round Table; and the Asian Pacific-American Librarians
Association. We will also engage with the Social Responsibilities Round Table, the ALA roundtable devoted to
issues of economic and racial justice, as well as ALLA’s Spectrum Scholarship program, which provides scholarships
to people of color in order to assist them with obtaining leadership positions in the library field. In addition, we will
ask our advisory board members with deep ties in communities of color, religious minorities, and rural libraries, to
help us recruit a diverse set of Privacy Advocates.

In particular, we aim to recruit participants from libraries representing Muslim communities, Black communities,
immigrant communities, queer and transgender communities, and economically disadvantaged communities, given
the negative experiences members of these communities have often had with surveillance and encroachments on
privacy. Our curriculum will also address the unique service needs of these communities. For example, queer and
transgender people often experience surveillance from online “trolls” who try to uncover their sensitive personal
information, and then publish it on the Internet in order to intimidate and threaten members of those communities.
Many immigrants who are facing action from immigration authorities need safe ways to communicate with families,
advocacy organizations, and legal assistance. People from economically disadvantaged communities generally have
no personal laptop or desktop computer access, and have limited data plans on their mobile devices, so a mobile-
first, low bandwidth strategy is essential to meet their needs. Our curriculum will prioritize the needs of these
vulnerable communities, and we will work with experts in the privacy field, as well as our advisory board, to make
sure we have addressed all of those needs.

" Rachel E. Dubrofsky and Shoshana Amielle Magnet, eds., Fewinist Surveillance Studies (Durham, NC: Duke
University Press, 2015).
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4. National Impact
Our project supports many aspects of the “Community Anchors” IMLS project category:

Developing new programs that support and engage communities

Our project is fundamentally about participatory privacy education and systemic privacy changes in
libraries, and addresses a demonstrated need in our local communities. It relies on the existing
infrastructure of libraries, preparing librarians to offer local workshops for patrons, to introduce free and
open source software (FOSS) that enhances privacy, and to revise internal policies and procedures to more
thoroughly support the ALLA’s commitment to patron privacy.

Partnerships and educational opportunities informed by other sectors and disciplines
Collaborative partnerships are essential to this project. The ACLU currently joins LFP for privacy trainings,
helping librarians understand their responsibilities regarding patron privacy, and has helped craft strong
library privacy policies. LFP’s existing relationship with technologists at The Tor Project helps it stay
abreast of changing privacy technologies and deploy appropriate privacy infrastructure in libraries. LFP
additionally maintains connections with activists, lawyers, and technologists at a wide array of privacy
focused organizations, such as Open Whisper Systems, Privacy International, Cryptoparty Harlem, the
Lucy Parsons Project, Mozilla, EFF, and more. The project team has already received commitments from
some of these colleagues to collaborate on the Library Freedom Institute. We will also leverage
relationships with ALA’s Intellectual Freedom Round Table and the Privacy Working Group of the
Research Data Alliance to both improve our curriculum and to publicize what we have done. NYU and
LFP will leverage these and other partnerships with expert organizations to bring in guest lecturers and
develop training materials.

Investigating widespread community challenges and communicating findings

We are committed to open education and to creating instructional support materials that can be copied and
adapted for many different kinds of training, professional development, and both self-paced and classroom
education. Project Director Howard Besser has a stellar record of accomplishment in that respect: the
syllabi for all classes he has taught since 1993 (the year of the first visual Web browser) are accessible
online, as are most student papers written for his classes, and all curriculum modules commissioned by the
NYU MIAP program. The Library Freedom Institute will make all of our materials open-source through a
permissive Creative Commons license so that they can be shared and redeployed in diverse library
environments. Materials will be available on both the NYU and LFP websites, and will be preserved in
NYU’s digital repository. We will optimize both websites for Internet search discovery, and will widely
publicize their existence in professional society presentations, blogs, listservs, and through conventional
library publications. Our trainings will help create a set of new practices for shifting the privacy paradigm in
libraries, a base of trainer-librarians across the country conversant in privacy best practices, and an open-
source curriculum that can be widely used and adapted.

The Library Freedom Institute will further support the IMLS agency-level goals of preparing the public to fully
participate in their communities and global society, and of reinforcing public libraries as community anchors that
enhance civic engagement, cultural opportunities, and economic vitality. Our trainings will teach librarians to lead
classes that establish the library as a place where community members can learn to use the Internet with greater
confidence. This expands their opportunities to learn and interact with each other, and also helps them to be more
self-reliant citizens. The Internet can be a hostile place, with ever-present threats to privacy and security. By offering
privacy education, libraries can help communities engage with the digital world without sacrificing safety or
autonomy. The Library Freedom Institute will help libraries distinguish themselves as privacy-protective spaces in
their local communities.

Both NYU and LFP project staff are experienced at sharing their research, teaching, and professional activities
widely, speaking at local, regional, national, and international meetings of library associations and other groups, as
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well as to the media and broader public. This type of outreach and communication is critical for making this project
a success. The project’s Director (Besser) and Manager (Macrina) will continue to disseminate findings from the
“Privacy in Libraries” project long after the grant period ends.

Our advisory board is comprised of library community and privacy field leaders that reflect a diversity of skill sets
and experiences. It includes public library directors, privacy education specialists, technology experts, and
professionals with a wealth of expertise about the service needs of marginalized communities.

e Brewster Kahle, founder and Director of Internet Archive, is highly regarded within and beyond the
library world for his work in preserving the Internet for the historical record. Brewster will bring his
expertise as a nonprofit director, library technology expert, privacy advocate, and all-around internet
luminary.

e Freddy Martinez is the director of Lucy Parsons Labs, an initiative committed to accountability and public
oversight for police and local government in Chicago. He is also a security researcher and trainer focused
on bringing digital security to poor and working people of color in Chicago and beyond.

e Erinn Atwater is a PhD candidate in computer science at the University of Waterloo, where she is a
member of the Cryptography, Security and Privacy (CrySP) lab and the Centre for Applied Cryptographic
Research. She is also a passionate advocate for the digital security needs of women, queer, and transgender
people, and works to educate the public about privacy tools as well as improve their user experience.

e Nasma Ahmed is a facilitator and developer working at the intersections of technology, policy, and
community organizing. A great deal of Nasma’s work focuses on privacy education and advocacy for black
and Muslim women and youth.

e Laura Quilter, Copyright and Information Policy Librarian at UMass Amherst and Adjunct Professor at
Simmons College School of Library & Information Science, offers her experience in teaching intellectual
freedom and other fundamental library values to new librarians, as well as her extensive background of
working on policy issues within the ALA.

e Scott Bonner, Director of Ferguson Municipal Public Library District, made headlines in 2014 following
the police shooting of Michael Brown, when he chose to keep the library open in defiance of the local
ordinance to shutter all public services in the face of growing civil unrest. Bonner embodies what libraries
can stand for, and represents a community very much in need of privacy literacy.

e Eric Hellman, founder and President of the Free Ebook Foundation and a prolific library privacy blogger,
brings years of library privacy advocacy and technical expertise. Hellman has been relentless in his demand
that library vendors correct major privacy violations, and that libraries implement HTTPS as a standard for
their web servers.

e T.J. Lamanna is a librarian at Cherry Hill Public Library in New Jersey, where he works on a variety of
patron-facing privacy initiatives that he began after completing an LFP training in 2015.

Please see our first supporting document for letters of commitment from our advisory board members. We are
excited about the ideas that this group will bring to our grant project and its Library Freedom Institute.

We believe that our project addresses IMLS agency-wide priorities and a demonstrated need in library communities.
It is grounded in current discourse, highly practical, and would likely have a long-term impact on libraries and the
local communities they serve. Librarians need enhanced knowledge and tools to support the privacy of patrons’
information, and NYU working with LEP is the right partnership to deliver this information. We look forward to
IMLS review and comments.
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